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1. Scope

1.1 Purpose

The requirements herein enable the implementation of software development best practices for space
systems acquisition, based upon lessons learned from experience with software-intensive space
programs and other government programs.

The requirements encapsulate common basic principles that have supported successful software
development efforts, and which tend to remain constant. What has changed in this revision, and will
continue to evolve, is how the requirements are implemented, a process which must be defined by and
agreed upon between the contractor and the acquirer. The non-prescriptive approach used to derive
the recommended requirements supports contractor innovation and creativity in the development
method.

1.2 Application
The requirements apply to the following space systems software:

Software on board space vehicles

Software on board launch and upper-stage vehicles

Ground operations software

User equipment software

Test software used to verify or validate requirements or mission data
Software used in performing or supporting operations

Firmware

1.3 Tailoring
These requirements should be tailored by the acquirer, together with the developer, based on the
chosen software life cycle, the software development method, program-unique software risks, mission

risk classification level, and any program-imposed contractual requirements on software.

Table K-2 in Appendix K of TOR-2011(8591)-5 [12] provides guidance for tailoring the software
development requirements contained in this document based upon the mission risk classification.

1.4 Compliance
The requirements in this standard or its tailored contents must be placed on contract for compliance.
1.5 Order of Precedence

In the event of conflict between the requirements of this standard and other mandatory standards, the
acquirer-developer agreement shall prevail.
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(1]

[3]

[4]

2. Applicable Documents

Normative References
Department of Defense, Standard Practice System Safety, MIL-STD-882E, May 2012.
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Engineering on Defense Programs, IEEE STD 15288.1-2014, May 2015.

Institute of Electrical and Electronics Engineers, /[EEE Standard for Software Quality Assurance
Processes, IEEE STD 730-2014, June 2014.

Institute of Electrical and Electronics Engineers, IEEE Standard for Technical Reviews and
Audits on Defense Programs, IEEE STD 15288.2-2014, May 2015.

International Organization for Standardization, International Electrotechnical Commission, and
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3. Definitions

Acquirer An organization that procures software products for itself or another
organization [7].
Build A version of software that meets a specified subset of requirements

that the completed software will meet [7].

Commercial off-the-shelf
(COTS) software

A software product available for purchase and use without the need to
conduct development activities [11].

Database

A collection of related data stored in one or more computerized files in
a manner that can be accessed by users or computer programs via a
database management system [7].

Design

The process by which the software requirements are translated into a
representation of software architecture, components, and interfaces,
necessary for the implementation phase [11].

Detailed design

The process of refining and expanding the preliminary design of a
system or component to the extent that the design is sufficiently ready
to be implemented [11].

Developer

An organization that develops software products. “Develops” may
include new development, modification, reuse, maintenance, or any
other activity that results in software products [7].

Document/documentation

A collection of data, regardless of the medium on which it is recorded,
that generally has permanence and can be read by humans or machine

[7].

Evaluation The process of determining whether an item or activity meets specified
criteria [7].
Firmware Computer instructions and/or computer data that reside as read-only

software on the hardware device [7].

Functional requirement

A requirement that defines a specific behavior or function of the
system or software [7].

Interface A relationship in which two or more entities share, provide, or
exchange data (such as software to software, software to hardware,
software to user) [7].

Maintenance The organization that is responsible for modifying and otherwise

organization sustaining the software after transition from the development

organization [7].




Measurement

The set of operations having the object of determining a value of a
measure [11].

Non-functional
requirement

A system or software requirement that specifies criteria that can be
used to judge the operation of the system or software, rather than
specific behaviors. Non-functional requirements include for example
safety, security, dependability, reliability, maintainability, availability,
resiliency, and human systems integration [7].

Open Source Software
(OSS)

Open Source Software is software for which the human-readable
source code is publicly available for use, study, reuse, modification,
enhancement, and redistribution by the users of that software [9].

Preliminary design

The process of analyzing design alternatives and defining the
architecture, components, interfaces, and timing and sizing estimates
for a system or component [11].

Qualification testing

1. Testing, conducted by the developer and witnessed by the acquirer
(as appropriate), to demonstrate that a software product meets its
specifications and is ready for use in its target environment or
integration with its containing system [15]

2. Testing conducted to determine whether a system or component is
suitable for operational use [11].

Regression testing

Selective retesting of a system or component to determine whether
modifications to the system or its environment (e.g., operating system,
software, or hardware) have caused unintended effects and to
determine whether the system or component still complies with its
specified requirements. Source: Adapted from [16].

Requirement 1. A characteristic that a system or software item must possess
2. A mandatory statement in this standard or another portion of the
contract [7].
Safety 1. Functionality that protects the user from a hazardous system state

(one that could result in unintended death, injury, loss of property,
or environmental harm) [7].

2. Expectation that a system does not, under defined conditions, lead
to a state in which human life, health, property, or the environment
is endangered [11].

3. Freedom from conditions that can cause death; injury;
occupational illness; damage to or loss of mission, equipment or
property; or damage to the environment [1].




Software

Computer programs, procedures (e.g., interpreted scripts), and data
(e.g., information in databases, rule bases, or configuration data)
pertaining to the operation of a computer system [7].

Software architecture

A set structures of the system needed to reason about the system,
which comprise software elements, externally visible properties of the
elements, and the relationships among the elements [13].

Software development

A set of activities that results in software products. Software
development may include new development, modification, reuse,
maintenance, or any other activities that result in software products

[7].

Software development
life cycle

The software development lifecycle begins after the system acquisition
with software development planning and software requirement
activities to software acceptance for the transition to operations and to
maintenance [7].

Software development
method

A framework that controls the way the software is developed. [Derived
from multiple sources]

Software development
process

An organized set of activities performed to translate user needs into
software products [7].

Software engineering

In general usage, a synonym for software development. As used in this
standard, a subset of software development consisting of all activities
except qualification testing. The standard makes this distinction for the
sole purpose of giving separate names to the software engineering and
software test environments [7].

Software item

An aggregation of software that satisfies an end-use function and is
designated for purposes of specification, interfacing, qualification
testing, configuration management, or other purposes [7].

Software life cycle

The full software life cycle begins in the conceptual stage of the
program and its acquisition through the retirement and disposal of the
system from operational use. Within the software life cycle, a
software development life cycle is defined for the activities that
develop the software [7].

Software maintenance

The set of activities that takes place to ensure that software installed
for operational use continues to perform as intended and fulfill its
intended role in system operation. Software maintenance includes
sustaining support, aid to users, and related activities [7].

Software product

Software or associated information created, modified, or incorporated
to satisfy a contract. Examples include plans, requirements, design,
code, databases, test information, and manuals [7].




Software reuse product

A software product developed for one use but having other uses, or the
use of existing software to build new software [11].

Software system safety

The application of system safety principles to software [1].

Software test description

Description of the test preparations, test cases, and test procedures to
be used to perform qualification testing of a software item [10].

Software test plan

A document that describes the technical and management approach to
be followed to test a software system or component [11].

Software transition

The set of activities that enables responsibility for software to pass
from one organization to another [7].

Software unit

An element in the design of a software item, for example, a major
subdivision of a software item, a component of that subdivision, a
class, object, module, function, routine, or database [7].

Subsystem

A functional grouping of components that combine to perform a major
function within a system [8].

System

A composite of hardware and software elements used together in the
intended operation or support environment, to perform a given task or
achieve a specific production, support or mission requirement [ 14].

Test

The terms “test” and “testing,” as used in this standard, refer to the
activities of verifying that the implementation meets the design (i.e.,
unit and integration testing) and verifying that the requirements are
satisfied (i.e., qualification testing). These terms should not be
confused with the verification method “Test,” which is only one of the
four standard methods used for verification (Inspection, Analysis,
Demonstration, and Test) [7].

User

As used in this standard, includes operators of the system in addition
to the end users of the data produced by the system [7].

Work product

Software artifacts produced by means of the activities in this standard,
including the deliverable and non-deliverable products, documentation,
data, and other technical information [7].




4. General Requirements for Software Development

This section specifies the general requirements that apply to the software development activities
through the software development life cycle when implementing the detailed software development
requirements in section 5 of this standard.

4.1 Software Work Products

The software work products need to be captured, retained, and maintained to facilitate the
development, subsequent maintenance, and future reuse of the delivered software.

1. The developer shall retain the software work products resulting from each software
development activity identified in section 5 of this standard.

2. The developer shall make the software work products available, viewable, and retrievable to
the acquirer throughout the software development life cycle.

3. The developer shall develop the following software work products for conducting all
software testing (e.g., software unit test, software integration test, software qualification test,
software regression test):

a. procedures for preparing the test environment

b. test cases for all requirements whose verification method is test
c. test procedures

d. test drivers or test scripts, or both

e. test data, including test databases.



5. Detailed Requirements for Software Development

This section provides requirements for the software activities performed in a software development
life cycle.

The planning of the software activities depends on the selected software development life cycle
model and the software development method. The selected software development life cycle model
(e.g., evolutionary, incremental, iterative, spiral, waterfall, and rapid application development)
provides the framework that can be used to organize and implement the applicable software activities
or software support of system activities. For example, the software activities may be performed
sequentially, each one completing before the next activity can be started until the entire software
product is completed. Or the software activities may be performed by iteratively cycling through the
sequence of software engineering activities with multiple builds of functional software subsets until
the entire software product is completed.

5.1 Software Development Planning

1. The developer shall plan to support system engineering activities, such as system level
requirements analysis, architecture and design, integration and testing.

2. The developer shall document the environments needed for software development and for
software test.

5.1.1 Planning Software Development Activities and Processes

1. The planning for the activities required by this standard and by the contract shall be recorded
in the software development plan or other plans cited by the software development plan.

2. The developer shall record the selected software development life cycle model(s) appropriate
to the software being developed in the software development plan.

3. The developer shall describe the development methods for performing the activities required
by this standard in the software development plan.

4. The developer shall describe the processes, including roles and responsibilities, to be used for
performing the software activities in the software development plan or other process

documents as cited in the software development plan.

5. The developer shall define, in the software development plan, the work products and other
information to be developed as required in this standard.

6. The developer shall ensure software test planning includes:
a. Specialty engineering requirements, including cybersecurity
b. All internal and external interfaces
c. All end-to-end functional capabilities of the software item

d. Performance testing, including timing and accuracy requirements



e. Stress testing

f.  All startup, termination, and restart conditions, as applicable

g. All fault detection, isolation, recovery (e.g., failover), and data capture and reporting
h. Resource utilization requirements (e.g., CPU, memory, storage, bandwidth)

7. The developer shall describe the process assessment and improvement opportunities in the
software development plan.

5.1.2 Following and Updating Plans

1. The developer shall update the software development plan to reflect the actual plans and
processes as changes occur.

5.2 Software Configuration Management

1. The developer shall implement software configuration identification in accordance with
SAE-EIA 649-1 Section 3.2 Configuration Identification [6].

2. The developer shall implement software configuration control in accordance with SAE-EIA
649-1 Section 3.3 Configuration Change Management [6] .

3. The developer shall implement software status accounting in accordance with SAE-EIA 649-
1 Section 3.4 Configuration Status Accounting (CSA) [6] .

4. The developer shall implement software configuration audits in accordance with SAE-EIA
649-1 Section 3.5 Configuration Verification and Audits [6].

5.3 Technical Reviews

1. The developer shall perform all contractually required technical reviews in accordance with
the applicable section(s) in IEEE STD 15288.2:2014 [4].

5.4 Software Risk Management

1. The developer shall perform software risk management in accordance with IEEE STD
15288.1-2014 Section 6.3.4 Risk Management Process [2].

5.5 Software Measurement

1. The developer shall perform software measurement in accordance with the ISO/IEC/IEEE
15939:2017, Sections 6.3.2 and 6.3.3[5].

5.6 Software Team Management

1. The developer shall ensure that all software development teams comply with the
requirements in this standard.
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5.7 Software Requirements Analysis

The software requirements analysis may define all requirements for a software item or may define
requirements by iteration beginning with an initial set of requirements.

1. The developer shall define and record for each software item:
a. the software functional requirements
b. the software non-functional requirements
c. the software interface requirements
d. the methods and levels for verifying each software requirement

2. The developer shall evolve and maintain the software requirements consistent with the
software development method.

3. The developer shall ensure bi-directional traceability of the software requirements and each
of the following:

a. system and subsystems

b. software architecture

c. software design

d. software code

e. software qualification test cases
5.8 Software Architecture

The software architecture may be defined completely for a software item or may be defined by
iteration beginning with a preliminary architecture.

5.8.1 Software Item Architecture

1. The developer shall describe, in a software architecture description document, the software
architecture for the software item, including

a. the structure of the software item including software units
b. software unit interfaces, and
c. the interactions among the software units

d. description of software architecture from three perspectives: the static, dynamic, and
physical

e. architecturally significant requirements that are quality attribute needs of the system,
and their priorities

11



5.8.2

5.8.3

f. architecture constraints, both non-technical (e.g., cost, schedule) and technical
constraints (e.g., tools, languages, infrastructures).

g. architecture trade studies and decisions and trace to architecturally significant
requirements

h. design constraints and guidelines

The developer shall evolve and maintain the software architecture consistent with the
software development method.

Software Reuse Products
The developer shall define the criteria for evaluation of software reuse products.

The developer shall identify software reuse products based on the criteria and record the
results.

The developer shall ensure software reuse products selected for use comply with the data
rights specified in the contract.

Commercial Off-The-Shelf Software and Open Source Software

The developer shall identify and record all Commercial Off-the-Shelf (COTS) software
products.

2. The developer shall identify and record all Open Source Software (OSS) products.

5.9 Software Design

The software design may be defined completely for a software item or may be defined by iteration.

1.

The developer shall develop and record in the software design description the design of each
software item.

The developer shall record the designs pertaining to interfaces in the interface design
description or software design description.

The developer shall record the designs of software units that are databases or are service
units that access or manipulate databases in the database design description or software
design description.

5.10 Software Code and Unit Testing

The source code for a software item may be defined completely or by iteration accompanied with unit

testing.

5.10.1 Software Coding

Software coding activities can include the following, as applicable:

a. coding computer instructions and data definitions
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5.10.2

b. populating databases and other data files with data values
c. configuring and/or modifying reused software
d. employing automated code generators

The developer shall develop the code for each software unit as specified in the software item
design.

The developer shall adhere to the coding standards defined in the software development plan.
Automated Software Analysis
The developer shall incorporate automated software analysis tools to identify and evaluate

the quality of the code (e.g., readable, maintainable, testable, extensible, efficient, consistent,
commented/documented).

5.10.2.1 Preparing for Unit Testing

1.

2.

3.

4.

The developer shall ensure the work products needed to test each software unit, including
reused software, are available

The test cases shall verify the unit’s design, including
a. the correct execution of statements and branches
b. error and exception handling
c. software unit interfaces
d. limits and boundary conditions
e. algorithms
The developer shall define the code coverage requirements of the software units.

The developer shall automate software unit testing to the maximum extent practicable.

5.10.2.2 Performing Unit Testing

1.

2.

The developer shall execute software unit testing in accordance with the software
development plan.

The developer shall record the test results for each software unit.

5.11 Software Integration and Testing

Software integration and testing is often an iterative process that completes when all software units
that make up a software item are successfully integrated and tested.
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5.11.1

Preparing for Software Integration and Testing

The developer shall ensure the software work products needed for conducting software
integration and testing are available.

The developer shall identify and record all software units to be integrated and tested.
The developer shall ensure that all software units to be integrated have passed unit testing.

The developer shall automate software integration and testing, including regression testing,
to the maximum extent practicable.

Performing Software Integration and Testing

The developer shall execute software integration and testing in accordance with the software
test procedures.

For all software integration and testing performed, the developer shall record all software
defects and software changes in accordance with the software development plan or the
configuration management plan.

The developer shall regression-test any subsequent changes made to the integrated software
units.

5.12 Software Qualification Testing

Software qualification testing addresses the verification of software requirements.

5.12.1

1.

5.12.2

1.

Independence in Software Qualification Testing

The developer shall ensure that person(s) responsible for the software qualification testing
are not the person(s) who performed detailed design or implementation of the software item.

Software Qualification Testing Environment

The developer shall conduct all software qualification testing in an operationally equivalent
environment.

The developer shall perform software qualification testing using actual interfaces or
operationally equivalent simulations of the interfaces.

The developer shall describe the complete configuration of the software qualification testing
environment in the software test plan.

5.12.3 Preparing for Software Qualification Testing

1.

The developer shall ensure the software work products needed to verify all software
requirements, are available.

The developer shall automate software qualification testing to the maximum extent
practicable.
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5.12.4

The developer shall conduct a software test readiness review before performing the software
qualification test.

Performing Software Qualification Testing

The developer shall execute software qualification testing in accordance with the software
test plan and software test description.

The developer shall report the results of performing the software qualification test.

The developer shall make the necessary revisions to the software qualification testing work
products based on the results of software qualification testing.

The developer shall perform regression testing for any subsequent changes made to the
software item during software qualification testing.

5.13 Software Peer Reviews

1.

5.13.1

The developer shall perform peer reviews on software work products as specified in the
software development plan.

Preparing for Software Peer Reviews
The developer shall define and record:
a. What type of peer review will be conducted on the software work products

b. Which roles are required to participate in which types of peer reviews and for which
type of software work product

c. Peerreview entry and exit criteria
The developer shall identify key reviewers who must participate in the peer review.
The developer shall ensure the entry criteria are met prior to the peer review.
Conducting Peer Reviews

The developer shall record all software defects and action items in accordance with the
software development plan or the configuration management plan.

The developer shall ensure that the exit criteria are met.

The developer shall analyze and report the findings of the peer reviews, including trends
(e.g., the most frequent types of discrepancies).

5.14 Software Quality Assurance

1.

The developer shall implement the software quality process activities in accordance with
IEEE STD 730-2014 Section 5.3 Software Quality Assurance Process Implementation
Activities [3].
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2. The developer shall implement the software quality product assurance activities in
accordance with IEEE STD 730-2014 Section 5.4 Product Assurance Activities [3].

3. The developer shall implement the software quality process assurance activities in
accordance with IEEE STD 730-2014 Section 5.5 Process Assurance Activities [3].

5.15 Corrective Action

1. The developer shall implement and maintain software defect management and software
change processes that cover:

a. Definition of the content of the software defects and software changes
b. Recording and tracking of software defects and software changes

c. Disposition of software defects and software changes (e.g., evaluation, assignment,
resolution)

d. Corrective action for the reported discrepancies
e. Prioritization of the software defects and software changes
5.16 Software Security
1. The developer shall use secure programming practices, including secure coding standards.

2. The developer shall incorporate automated software vulnerability analysis tools throughout
the life cycle to identify and evaluate software vulnerabilities.

3. The developer shall ensure that the program protection implementation plan defines how it
will implement the software protection requirements specified in the acquirer’s program
protection plan.

4. The developer shall ensure that the supply chain risk management plan includes:

a. all developed software

b. software reuse products

c. software development tools, and
d. software environment

5.17 Software System Safety

1. The developer shall plan and implement software safety requirements in accordance with
MIL-STD-882E [1].

5.18 Software Transition to Operations

Software transition to operations is defined as transferring the software to the user(s) for operation.
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5.18.1 Preparing for Software Transition to Operations

1.

The developer shall generate and prepare the executable software for delivery to the user(s)
from the configuration-managed versions of source files and other software executables such
as Commercial Off-the-Shelf (COTS) software or open-source software (OSS).

The developer shall prepare any additional files (e.g., batch files, command files,
configuration files, data files, databases) needed to install or operate the software in the
acquirer-designated operational environment.

The developer shall prepare the software version description for the acquirer-designated
operational environment.

The developer shall prepare the software installation procedures for each user or acquirer-
designated operational environment.

The developer shall include the software version description information, including the
version numbers and license information of all COTS or OSS used in the prepared software,
in the software version description document.

The developer shall prepare the information needed for the user to operate the software in the
software user manual.

The developer shall prepare the information needed for the proper execution of the software
in the computer operation manual, if not provided by the computer vendor.

The developer shall prepare the user training and associated training materials (e.g., use case
models, tutorial scripts, guidance or help manuals).

5.18.2 Transition to Operations

1.

The developer shall perform software transition to operations as defined in the software
transition plan.

5.19 Software Transition to Maintenance

Software transition to maintenance is defined as the transfer of the software to the
maintenance organization who will perform needed corrections and improvements during the
software sustainment phase.

5.19.1

1.

Preparing for Software Transition to Maintenance

The developer shall generate and prepare the executable software delivery for the
maintenance site(s) from the configuration-managed versions of source files and other
software executables such as COTS software.

The developer shall prepare the software installation procedure for the software executables.

The developer shall include the software source code and other related files needed to
modify, build, install, and test the software by the maintenance organization(s).

17



4. The developer shall prepare the software version description for the maintenance
organization.

5. The developer shall include license information for all COTS or OSS in the delivered
software.

6. The developer shall ensure the software work products (e.g., software requirements, software
interface requirements, software architecture, software design) match the “as built” software.

7. The developer shall specify all necessary tools, dependent hardware, and configuration
information necessary to build, test (unit, component, integration, and qualification in an

operationally equivalent environment) the software item.

8. The developer shall record all information needed to program and reprogram any firmware
devices in which the software will be installed.

5.19.2 Transition to Maintenance

1. The developer shall perform software transition to maintenance as defined in the software
transition plan.
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6. Acronyms

6.1 Scope

This appendix provides a list of acronyms used in this standard. This appendix is not a mandatory part
of the standard. The information provided is intended for guidance only.

6.2 Acronyms

COTS Commercial Off-The-Shelf

CPU Central Processing Unit

CSA Configuration Status Accounting
DOD Department of Defense

OSS Open Source Software

SIQT Software Item Qualification Testing
SMC Space and Missile Systems Center
SMC/EN SMC Engineering Directorate

TOR Technical Operating Report

TR Technical Report
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